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GDPR Policy
Cedoz - GDPR

As an organisation that has always made data protection and information security a
central part of its business, Cedoz embraced the introduction of GDPR in May 2020.

Cedoz is committed to high standards of information security, privacy, and
transparency and for many years, our robust ISO-based Information Management
System (ISMS) has managed data in accordance with the highest recognised
standards. This includes 1ISO27001 (for which we hold UKAS accredited
certification), Cyber Essentials (CREST accredited certification) and Information
Governance (IG) Toolkit; whilst also incorporating industry best practices like BS
10012 Data Protection. Cedoz continuously reviews and strives to maintain the best
standards in the industry.
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Information Security Policy
Last updated 08/11/2022

Cedoz specialises in digitally transforming and automating business
processes, to create value for both the business and their clients. Cedoz
develops own applications, which are sold via licenses as SaaS. Care DMS
is one of Cedoz’s software applications.

Cedoz aims to achieve specifically defined information security objectives,
which are developed in accordance with the business objectives; the
context of the organisation; the result of risk assessment; and a risk
treatment plan.

All Employees/Staff of Cedoz and contractors comply with the
organisation’s policy, and receive appropriate training periodically. The
consequence of breaching information security policy is set out in staff
manual and disciplinary policy.

The information security management system (ISMs) is subject to
continuous, systematic review and improvement process.

Cedoz has established top level management steering group/Information
Security Committee, of senior management to support the ISM framework
and to periodically review the security policy.

This policy is reviewed in response to any changes in risk assessment or
risk treatment plan or at least annually.

In this policy, information security is defined as:

Preserving

The management team, including all full time or part time employees/staff,
sub-contractors, project consultants and any external resource have been
made aware of their responsibilities (which are defined in their job
description or contracts), to preserve information security, to report security
breaches and to act in accordance with the requirement of the ISMS. Al
employees/staff received information security awareness training and new
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employees/staff are required to receive appropriate information security
training when joining the organisation.

Availability

Information and associated assets are accessible only to authorised users,
and only when required and therefore physically secure. The computer
network is resilient and our database is able to detect and respond rapidly
to incident (such a virus and other malware), that could threaten the
continued availability of assets, system, and information to users. There are
appropriate business continuity plans in place.

Confidentiality

Cedoz ensures that information is only accessible to those authorised and
prevents deliberate, accidental, or unauthorised access to client information
and its systems.

Integrity

The organisation ensures the safeguarding, accuracy and completeness of
information and processing methods. This prevents, accidental, partial, or
complete destruction or unauthorised modification of either physical asset
or electronic data. There are appropriate contingency and data backup
plans and security incident reporting. Cedoz complies with all relevant data-
related legislation in jurisdictions within which it operates.

Physical (assets)

The physical asset of Cedoz includes, but not limited to, computer
hardware, data cabling, telephone systems, filing system and physical data
files. These are all held in the jurisdiction where it provides services.

Information assets

Information asset includes information printed or written on paper,
transmitted by post or shown in films, or spoken in conversation, as well as
information stored electronically on servers, website(s), extranet(s),
intranet(s), PCs, laptops, mobile phone and PDAs. Also included is
information held on CD ROMs, floppy disks, USB sticks, backup tape and
any other digital or magnetic media, and information transmitted
electronically by any means. In thi context, data also include the set of
instruction that tell the system(s) how to manipulate information (i.e. the
software: operating systems, applications, utilities, etc).
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Cedoz and such partners that are part of our integrated network and have
signed up to our security policy and have accepted our ISMS.

The ISMS is the Information Security Management System, of which this
policy and other supporting and related documentation is a part. This has
been designed in accordance with the specification contained in ISO
27001:2013.

A Security Breach is any incident or activity that causes, or may cause, a
break down in the availability, confidentiality or integrity of the physical or
electronic information asset of Cedoz.

Document Owner and Approval

The Data Protection Officer is the owner of this document and is
responsible for ensuring that this policy document is reviewed in line with
the requirement of the GDPR.

A current version of this document is available to all member of staff on the
corporate intranet. It does not contain confidential information and can be
released to relevant external parties.

This Information Security Policy is issued on a version-controlled basis
under the signature of the Chief Executive Officer (CEO).
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Privacy Policy

Cedoz and its subsidiary companies ("We") are committed
to protecting and respecting your privacy.

This policy (together with our terms of use and any other documents
referred to on it) sets out the basis on which any personal data we collect
from you and the company/organisation you represent (your organisation),
or that you or your organisation provide to us, will be processed by us.

Please read the following carefully to understand our views and practices
regarding your personal data and how we will treat it. By visiting Cedoz’s
website you are accepting and consenting to the practices described in this

policy.

For the purpose of the General Data Protection Regulation (EU) 2016/679
and any enabling legislation (GDPR), the data controller is Cedoz Ltd of 44
Watford Way, London NW4 3AL United Kingdom.

Information we may collect from you

We may collect and process the following data about you:

Information you or your organisation gives us. You may give us information
about you by filling in forms on our sites (our websites) or by corresponding
with us by phone, e-mail, paper or otherwise. This includes information you
or your organisation provide when you register to use our sites, subscribe
to our service, join one of our user groups or participate in discussion
boards or other social media functions on our sites, enter a competition,
promotion, or survey, and when you report a problem with our
sites/products/services. The information you or your organisation give us
may include your name, role, company name, company activity, address,
e-mail address and phone number, financial information, personal
description, and photograph.
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Information we may collect from you

With regard to each of your visits to our sites we may automatically
collect the following information:

Technical information, includes the Internet protocol (IP) address used to
connect your computer to the Internet, your login information, browser type
and version, time zone setting, browser plug-in types and versions,
operating system and platform; Information about your visit, including the
full Uniform Resource Locators (URL) clickstream to, through and from our
sites (including date and time); products you viewed or searched for; page
response times, download errors, length of visits to certain pages, page
interaction information (such as scrolling, clicks, and mouse-overs), and
methods used to browse away from the page and any phone number used
to call our customer service number. Information we receive from other
sources. We may receive information about you if you use any of the other
websites, we (or other companies within our group) operate or the other
services we provide. We are also working closely with third parties
(including, for example, business partners, sub-contractors in technical,
payment and delivery services, advertising networks, analytics providers,
search information providers, credit reference agencies) and may receive
information about you from them.

Cookies and similar technologies

We use cookies and similar technologies to provide, protect, and improve

our products and services, such as by personalizing content, offering, and
measuring advertisements, understanding user behaviour, and providing a
safe experience.

You can remove or reject cookies using your browser or device settings,
but in some cases doing so may affect your experience of our website.

Definition of cookies

Cookies are small pieces of text used to store information on web
browsers. Cookies are widely used to store and receive identifiers and
other information on computers, phones, and other devices. We also use
other technologies, including data we store on your web browser or device,
identifiers associated with your device, and other software, including web
beacons and pixel tags, for similar purposes. In this Cookie Statement, we
refer to all of these technologies as cookies



Types of cookies

Cookie Origin Purpose
_ga Google Used to distinguish between users
Analytics with an expiration date of two
years.
_gat Google Used to throttle request rate.
Analytics
_qgid Google Used to distinguish between users
Analytics with an expiration date of two
years.
Lang Twitter Language tag.
hide _cookie bar | Site Used to determine if cookie
message has been accepted and
the notice should be hidden

Disclosure of your information

We may share your personal and company information with any member of
our group, which means our subsidiaries, our ultimate holding company,
and its subsidiaries, as defined in section 1159 of the UK Companies Act
2006.

We may share your information with selected third parties including:

Business partners, suppliers, and sub-contractors for the performance of
any contract we enter into with them or you/your organisation. Other
companies within the same corporate group as Cedoz that either assist us
specifically with the administration of the contract we have with you/your
organisation OR that otherwise assist us more generally with our normal
business operations. Analytics and search engine providers that assist us
in the improvement and optimisation of our sites.

We may also disclose your personal information to third parties in the
following circumstances:

In the event that we sell any business or assets, in which case we may
disclose your personal data to the prospective buyer of such business or
assets. If Cedoz or substantially all of its assets are acquired by a third
party, in which case personal data held by it about its customers will be one
of the transferred assets. If we are under a duty to disclose or share your



personal data in order to comply with any legal obligation, or in order to
enforce or apply our terms of use and other agreements; or to protect the
rights, property, or safety of Cedoz, our customers, or others. This includes
exchanging information with other companies and organisations for the
purposes of fraud protection and credit risk reduction.

Where we store your personal data

By submitting your personal data, you agree to this transfer, storing or
processing set out above. We will take all steps reasonably necessary to
ensure that your data is treated securely, and in accordance with this
privacy policy.

All information you provide to us via our websites is stored on our secure
servers in the UK. We have appropriate security measures in place to
prevent personal information from being accidentally lost, or used or
accessed in an unauthorised way. We limit access to your personal
information to those who have a genuine business need to know it. Those
processing your information will do so only in an authorised manner and
are subject to a duty of confidentiality.

We also have procedures in place to deal with any suspected data security
breach. We will notify you and any applicable regulator of a suspected data
security breach where we are legally required to do so.

Where we have given you (or where you have chosen) a password which
enables you to access certain parts of our sites, you are responsible for
keeping this password confidential. We ask you not to share a password
with anyone.

Unfortunately, the transmission of information via the internet is not
completely secure. Although we will do our best to protect your personal
data, we cannot guarantee the security of your data transmitted to our
sites; any transmission is at your own risk. Once we have received your
information, we will use strict procedures and security features to try to
prevent unauthorised access.

Your rights
Unsubscribing

At any time, you have the right to withdraw your previous consent to our
processing your personal data for the marketing purposes described in
USES MADE OF PERSONAL DATA (above). To withdraw this consent,
please email: Helpdesk@cedozltd.com
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Other rights

For further information on your rights, including the circumstances in which
they apply, see the Guidance from the UK Information Commissioner's
Office (ICO) on individuals' rights under the General Data Protection
Regulation.

If you would like to exercise any of those rights, please:

write to our Data Protection Officer at gdpr@Cedozltd.com; and let us have
enough information to both identify and contact you (in relation to your

query).

Our sites may, from time to time, contain links to and from the websites of
our suppliers, partner networks, advertisers, and affiliates. If you follow a
link to any of these websites, please note that these websites have their
own privacy policies and that we do not accept any responsibility or liability
for these policies. Please check these policies before you submit any
personal data to these websites.

Changes to our Privacy Policy

Any changes we may make to our privacy policy in the future will be posted
on this page and, where appropriate, notified to you by e-mail. Please
check frequently for updates or changes to our privacy policy.

Contact

Questions, comments, and requests regarding this privacy policy are
welcomed and should be addressed to the following email address:
gdpr@cedozltd.com
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FAQ

Frequently asked questions and answers

Who is careDMS made for?

Care Digital Management Solution careDMS is a software application that
has been designed by Cedoz limited company. The application has been
designed for care agencies and their staff.

What does careDMS do?

CareDMS is an end-to-end, standalone, software application that has been
designed to support the administration and management of continuing
healthcare (CHC) and social care for adult and children at their home or
place of residence (domiciliary care). The software has been designed to
take out the laborious tasks and day to day activities care agencies
undergo, and replaces all the tasks with this one-stop, go-to system.

What are careDMS features?
The application’s key features are as follows:

« Remote access from anywhere.

« Manage and track all care packages (from any commissioning
organisation) from one system.

« Develop, track, and manage service users’ care plans, records, and
outcomes.

« Scheduling assistance supports weekly planning between service
users and staff.

« Geo-location feature tracks staff visits to service users, ensuring
prompt arrival and duration of service provision.

« Real-time reporting following staff visits with service users.

« Load and manage rate cards and provide instant quotes for care
packages.

« Generate invoices for billing to appropriate commissioners, etc.
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« Collates performance and quality reporting for timely submission to
commissioners.

« Collates and stores all due diligence documentation for easy access
for bidding purposes.

« Develop and manage employees/staff records and monitor their
performance, availability for work and productivity

To give access to staff members, registered user must complete Cedoz’s
careDMS—Access-Request-and-authorisation-form.

Who else in the primary care has access to the
system?

At present Care DSS Digital Sourcing Solution is only being utilized by:
Placements officers who work within the local Authorities
Care providers who will be providing care for the service user

It is on DSS Digital Sourcing solutions road map for the future to allow
access to the following Care Providers.

-G.P

- Nurse

- Social Worker

How does the system work and who can see
information provided?

The information received from the above care providers will form part of
what the placement officer needs to place the service user with the correct
type of carer for their need. The care package is the most important data
that is required to start the process off. Once the placement officer has
found the correct provider a notification will be sent, the placements officer
will set the care package status to the applicable status. The care provider
opens the notification and responds accordingly. Setting the care package
to the appropriate status. The user will only be given access to the part of
the solution that is applicable to them and them only. Information is
received and looked through notifications which presents itself via a dash
board. There are two types of dashboard views and these are:Placements
Dashboard,Care provider Dashboard

Can Care Digital Management Solution produce
reports?



whatever your reporting needs are Care DSS Digital Sourcing solution can
provide. Whatever your requirement needs are we can meet. All you need
to do is get in touch with us via are email account Care-DSS-Digital-
Sourcing@gmail.com and we can discuss your reporting requirements with
you. Most of our clients use business objects to generate their reports.

Do | need to purchase a license to use the
application?
The simple answer to this question is YES. If you are interested in

purchasing licenses for Care Didital Management System please feel free
to contact us via email

careDMSLicensing@cedozltd.com

and we can discuss your licensing requirements with you.

How do | gain access to the system?

Our system is web based and can be accessed via the web link
http://cdms.uk You will be required to add some information around what
you do, what you will be using the system for, you will be asked to pay a
fee of £xxxxxx and this will give you access for.

- 1 month

- 3 months

- 6 months

- Annually

- Bi - Annually

If you are part and or working for a local authority our system will be
provided by local authority IT and or the department that you work for. If
you are a care provider and require access to our system please feel free
to email us and we can arrange for someone to come out to you to discuss
your options.
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FAQ

Frequently asked questions and answers

Who is Care Digital Management Solution made for?

Care Digital Management Solution has been designed to take out the
laborious tasks and day to day activities for it's primary end users which will
be used by the following people Placement teams within the local Authority
Care providers who will place the service user with the correct career for
their needs.

Each user will see different areas of the solution and this will be dependent
on what area they work in and work for e.g. local authority or a care
manager working within a care provider arena. A placement officer which is
the person who will be securing the service user with a suitable care
provider to take care of their day to day needs.

Who else in the primary care has access to the
system?

At present Care DSS Digital Sourcing Solution is only being utilized by:
Placements officers who work within the local Authorities
Care providers who will be providing care for the service user

It is on DSS Digital Sourcing solutions road map for the future to allow
access to the following Care Providers.

-G.P

- Nurse

- Social Worker

How does the system work and who can see
information provided?

The information received from the above care providers will form part of
what the placement officer needs to place the service user with the correct
type of career for their need. The care package is the most important data
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that is required to start the process off. Once the placement officer has
found the correct provider a notification will be sent, the placements officer
will set the care package status to the applicable status. The care provider
opens the notification and responds accordingly. Setting the care package
to the appropriate status. The user will only be given access to the part of
the solution that is applicable to them and them only. Information is
received and looked through notifications which presents itself via a dash
board. There are two types of dashboard views and these are:Placements
Dashboard,Care provider Dashboard

Can Care Digital Management Solution produce
reports?

whatever your reporting needs are Care DSS Digital Sourcing solution can
provide. What ever your requirement needs are we can meet. All you need
to do is get in touch with us via are email account Care-DSS-Digital-
Sourcing@gmail.com and we can discuss your reporting requirements with
you. Most of our clients use business objects to generate their reports.

Do | need to purchase a license for using the
system?

The simple answer to this question is yes. If you are interested in
purchasing licenses for the Care Didital Management System please feel
free to contact us via email Care-DSS-Digital-
Sourcing/Licensing@gmail.com and we can discuss your licensing
requirements with you.

How do | gain access to the system?

Our system is web based and can be accessed via the web link
http://cdms.uk You will be required to add some information around what
you do, what you will be using the system for, you will be asked to pay a
fee of £xxxxxx and this will give you access for.

- 1 month

- 3 months

- 6 months

- Annually

- Bi - Annually

If you are part and or working for a local authority our system will be
provided by local authority IT and or the department that you work for. If
you are a care provider and require access to our system please feel free
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to email us and we can arrange for someone to come out to you to discuss
your options.



